Norms and measures for responsible behavior in cCyberspace 

Observations and possible way forward from Israel’s viewpoint

Israel recognizes that Ccyberspace is a global sphere. We view  and cyber security ias a domestic part of our national security issue, while at the same time being and is a global challenge. Israel is committed to a free, open and, interoperable global internet while preserving cyberspace as a secure global sphere of activity.

Applicability of international law to the cyber domain 

International law applies to the cyber domain. Nevertheless,That being said, cyberspace has some unique attributes, such as . The fact that cyberspace isits global in nature and the fact that information flows across borders. These attributes, challenges traditional notions of international law, and raises questions with respect to the way that international law can be transposed to the cyber spherethey apply to cyberspace. International law in this regard is at its early stages of evolution, with regards to its interpretation and application to cyberspace. In our view, a cautious approach is in order, as in many respects it is still too early to take strong overly categorical positions. 

International law provides sStates with sufficient a broad array of legal tools to confront malicious cyber activities that impact national security. 

It is the view of the Government of Israel that cyber-attacks can amount to armed attacks triggering the right of self-defense in accordance with international law. International law also provides a framework for sStates' responses to wrongful acts that do not amount to an armed attack, including malicious cyber activities.

Norms - general policy guidelines from Israel’s perspective
During theIn recent years, there have been discussions regarding voluntary norms for State behavior in the international arena, in order to increase stability in cyberspace. Such norms were promoted in the GGE Rreport of 2015.

While norms Voluntary non-binding norms must be developed consistent with international law, and they may serve as complementary recommendations for consideration by States that complement international law, it is important to stress that by their nature and definition, they are voluntary and non-binding. They are, and should continue to be understood, as subordinate to international law. To the extent of any perceived inconsistency between norms and international law, international law prevails, as the GGE Report of 2015 clearly indicates.

The promotion of Nnorms' promotion, in the sense of reaching real understandings and creating effective cooperation, requires trust and wide common ground between the actors involved.

In our view, norms that focus on State cooperation aiding each other in order to confront cyber threats and cyber incidents thus enhancing global cybersecurity, are the most potentially effective promising norms, and need further development.

As for other kinds of norms, from Israel’s perspective, there are a few several gaps in the norms discussion taking place so far, which render a comprehensive and effective consensus difficult to achieve. We would like to point out several policy guidelines and considerations that should to be regarded in setting States' approaches to norms:

a. First, since cyber incidents have uncertain and unique effects and the State interests at stake, are n'ot always clear, they such incidents are difficult to classify normatively at this stage. States are still in the process of assessing the appropriate attitude approach regarding certain types of cyber incidents and their impact.
b. Second, in today's international environment, non-State actors, and especially organized armed groups, are becoming increasingly stronger, and are posing greater threats to States. Some of the attributes of cyberspace make it possible for malicious non-State actors to employ means and advanced capabilities that historically were held exclusively by States. These actors routinely exploit the open nature of the internet and are able to cause significant harm. Confronting them is essential to both reducing direct risks and promoting an open and secure cyber environment.
c. Third, there is an asymmetry inwith the respect to for  how legal rules or voluntary norms are treated by between  the main active players in cyberspace. Rogue States, and malicious non-State actors including organized armed groups, do n't not abide by international law,  and some of them systematically abuse its rules while exploiting the adherence of other States to such norms. In light of this, we believe that future policies should effectively reflect these challenges and provide appropriate enforcement mechanisms.

In light of the dynamic nature of cyberspace and taking in account the above-mentioned considerations abovementioned, it seems that broad, and static definitions can't cannot encompass address the complexities of raised by those issues. Therefore, suggestions for policies and norms should be considered prudently, allowing States to assess the implications of policies and norms carefully, both for the sake of enabling States's ability to effectively protect their national interests and for the need to preserve the open nature of the internet.


Possible development of Nnorms and cooperative measures to promote global cybersecurity
[bookmark: _GoBack]
States have an important role in mitigating malicious acts, regardless of their origin.
In our view, the current discussion on norms should focus on global cooperation in confronting cyber incidents thus improving cybersecurity of global ICT, enhancing trust between States, and including private and commercial non-state actors, which have extensive influence on cyberspace, in the discussion.

This can be achieved inter alia, by the following understandings and practical steps to be further developed in the global level:

· States should seek ways to develop new concepts for mitigating common cybersecurity threats on the global level, such as mechanisms and platforms aimed to at sharinge real time information between States on a permanent basis and at providing prompt responses to incidents. FIRST and similar forums could be appropriate settings to explore these concepts.
· As a practical matter, it seems it is essential for States to develop strong interfaces with global private entities, such as private internet infrastructure and services suppliers,  that have major substantial influence on cybersecurity. States should cooperate in order to identify those entities global private internet infrastructure and services suppliers, and explore ways that States can engage with them in order to enhance security and stability.
