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Summary
· 5 years of experience as a Cloud, DevOps & Backend Engineer with deep knowledge in AWS Cloud
· Proven track record in delivering, large-scale, high-quality SaaS products
· Hands-on experience with writing IaC - infrastructure as code using Cloud Formation and  Terraform
· Well-familiar with CI/CD - used a Pipeline and developed GitHub Actions
· Extensive backend development experience - working with NodeJs, Python, Bash, C#, MongoDB, DynamoDB, and Angular
· Worked with various monitoring and logging tools such as AWS CloudWatch XRay & CloudTrail, Prometheus and Kibana
· Knowledge of Docker and Kubernetes, OOP, and design patterns
· Worked with RESTful APIs, Linux operating systems; Proficiency in SQL / NoSQL databases.
· AWS Certified Developer Associate
· B.S.c. in Computer Science
Experience
2020 - Present    Cloud, DevOps & Backend Engineer, Synamedia
· Worked with a SaaS framework that accelerates product deployment from months to hours.
· The framework is a fully AWS-managed serverless framework, using Auth0 for authentication.
· Added RESTful APIs to API Gateways using NodeJS Lambdas, DynamoDB as a database, S3 for file storage, KMS for encryption, and SNS & SQS for messaging.
· Built, used, and maintained API Gateway Lambda authorizers performing custom token validation for secure APIs.
· Utilized Terraform to provision infrastructure, developed, published, and maintained reusable Terrarium modules.
· Developed, published, and maintained internal NPM packages to a private JFrog Artifactory.
· I designed and implemented backup solutions for AWS resources, including PITR, AWS Backup, and Auth0 backup to S3. I also developed recovery scripts and workflows.
· Researched, designed, and implemented complete monitoring solutions including CloudWatch Synthetic Canaries monitoring framework’s health, Metrics, Alarms, Logs, and more.
· Researched, designed, and implemented AWS authorization strategies following the least privileges principle for enhanced security using IAM identity and resource policies.
· Investigated runtime production issues and latencies using XRay, CloudWatch Metrics, Logs, Logs Insights, and CloudTrail. Resolved issues and performed optimizations.
· Integrated SaaS products and the MT-SaaS framework with AWS Marketplace enabling sales via AWS.
· Built CI/CD workflows using GitHub Actions and utilized Bash scripting for automation and orchestration.
2020 - 2021    Backend Engineer, Synamedia
· Responsible for identity management of a cloud solution for pay TV, using NodeJS microservices and a MongoDB database running on EKS.
· Designed, implemented end-to-end, and maintained NodeJS RESTful microservices.
· Wrote Dockerfiles and Kubernetes orchestrations using Jinja templates.
· Wrote unit tests using Mocha and end-to-end testing using Pytest.
· Monitored production system using Prometheus &  Kibana.
2018 - 2020    Backend Engineer, BlockCrowd
· Building from scratch an SEC-compliant Ethereum Blockchain-based STO (Security Token Offering) SaaS platform using Docker containerized .Net Core microservices for the BE and Angular for the FE, leveraging various AWS services.
· Designed and implemented critical functionality end-to-end, encompassing all MVC layers in the backend and seamlessly integrated into the front end.
· Created user management web pages in the front end, seamlessly integrated with Cognito as an Identity Provider.
· Integrated third-party web APIs into the backend.
· Integrated with DynamoDB as the database.
· Designed and implemented end-to-end file storage using S3.
· Wrote Lambdas triggered by Cognito to respond to user management events.
· Wrote unit tests on self-written code using NUnit.
· Wrote CloudFormation Infrastructure code and Dockerfiles for seamless deployment.
Education
2016 - 2018    B.S.c. Computer Science, Lev Academy Center, with honors, GPA 95
· Awarded the Kaplan Prize for Excellence at the graduation ceremony, the sole excellence prize granted to computer science graduates.
· Earned the Excellence Scholarship of Lev Academy Center in recognition of exceptional academic accomplishments.
Certifications
2023    AWS Certified Developer Associate
Skills
· Cloud: AWS
· Programming languages: JavaScript & TypeScript, C#, Python, C++, Java
· Web frameworks: NodeJS, .Net Core, Angular
· IAC: Terraform, CloudFormation
· NoSQL Databases: DynamoDB, MongoDB 
· SQL Databases: RDS
· Containerization: Docker, Kubernetes, ECS, EKS, ECR
· Monitoring and logging tools: AWS CloudWatch XRay & CloudTrail, Prometheus, Kibana
· Development Concepts: REST APIs, SaaS, Serverless, OOP
· Scripting: Bash & Python
· Version Control: Git
· CI/CD: Github Actions, Jenkins
· Agile Methodology
Languages
English - Native    |    Hebrew - Native



