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Profile

Passionate security researcher with vast experience in low-level operating system components reversing, including Windows, Linux, Android, threat hunting, malware research and leading multiple projects in these fields.
Besides cyber security, I’m a proud dad and husband, savvy in economics and investing.
 
Employment History

Android Security Researcher and Developer, ACE Labs, Cognyte
(2022 – Present)  
· Research and development of OPSEC features for a native (C using NDK) agent.
· Leading the research and development of a major feature that included reverse engineering OS parts and bypassing its restrictions.
 
Android Security Researcher, Prime Minister’s Office
(2020 – 2022) 
· Developing a framework for the detection of sophisticated cyber-attacks on Android devices (native C++ using NDK).
· Researching attack techniques from the viewpoint of the underlying OS (Android/Linux) in order to implement mitigations.

Security Research Team Leader, Prime Minister’s Office
(2018 – 2020) 
· Leading a team of skilled security researchers in the fields of Windows internal research, threat hunting, and IR.
· Research and development of malware detection tools throughout the attacker kill chain (persistence, lateral movement, exfiltration, etc.) in Windows and Linux.
· Research and development of malware detection tools in advanced persistence methods.
 

Senior Security Researcher, Prime Minister’s Office
(2015 – 2018)
· Leading the research in the field of memory-based malware detection and forensics.
· Reverse engineer low-level OS components for detection research purposes.
· Research and development of advanced Malware detection tools including Windows kernel drivers (C, Python).
· Leading a project of malware detection in specific embedded devices.
· Mentoring junior security researchers.
 
Security Researcher, Prime Minister’s Office
(March 2012 – 2015)
· Malware analysis and reverse engineering using static and dynamic techniques.
· Hunting for malware in various network environments.
· Providing IR and digital forensics for mitigation purposes.

Education

Afeka Tel Aviv Academic College of Engineering, Israel
(2007 – 2011) 
· B.Sc, Software Engineering
