Minin Julia LinkedIn Contact Information
Threat Hunter / Red Teamer ID: 327232674
Israel Cellular:  050-4546090
Email: potapovjulia@gmail.com
Address Languages
Holon, Dvora Bertonov 5 Russian: Native English: Good Hebrew: Native
Summary

Technologies: Application Security (WAF), Network Security (Firewalls / VPN / IPS / IDS), Basic knowledge Cisco Routers &

Switches, ACL’s, Forensics: Traffic & Memory Analysis, DLP systems, NAC.

Attack Vectors: Social Engineering, Bypass End-Point Prevention Systems, Code Injections (SQLi, XSS, XXE, HTML), Server

Side & Client-Side attacks, Web App & OS Exploitation, Brute-Force.

Debugging tools basic level: / OllyDBG / Immunity Debugger / IDA Pro

Fuzzing: / Spike / custom Python scripts /

Coding: / Python / C / C++ / BASH / JavaScript / PHP / PowerShell /

0OS: Linux Debian & RedHat. MS Servers: 2003 - 2019, Clients: Windows 7-10.

Network Defense Systems: McAfee IPS, Imperva, Radware Defense Pro, lllusive.

Endpoint protection: Cynet, Palo-Alto (Traps, Secdo, Cortex XDR), McAfee EPO, Sentinel One, Rapid7, Cymulate, HaXM.

Tools: / Wireshark / Custom Python & Bash scripts / Nmap / Burp Suite / SQLMap / Metasploit Framework / Hydra /
Responder / SMB-Relay / John / hashcat / Volatility

Education & Certifications

OSCE — Offensive Security Certified Expert
CTP - Cracking the Perimeter Course + Certification Exam
= Advanced web attacks

2019 . Backdooring PE Files / AV Bypass
= Advanced Exploitation Techniques
= Attacking Network Infrastructure
OSCP - Offensive Security Certified Professional
PWK — Penetration Testing with KALI Linux Course + Certification Exam
2019 = Active and Passive information gathering.
= Analyzing, correcting and modifying public exploit code.
. Conducting both remote and client side attacks.
- Identifying and exploiting XSS, SQL injection, and file inclusion vulnerabilities in web applications.
2019 Malware Research & Intro to Reverse Engineering 40 hr.
2018 Forensics — Monitoring & Malware Analysis at John Bryce 40 hr.
2017 Online course — “CompTIA Linux+” at Cybrary
2013-2015 B.Sc. Computer Science at HiT Institute of Technology Holon.
Experience
Discount Bank March 2019 - Present

Threat Hunter / Red

» Strong technical skills and ability to think like a hackers.
» Static & Dynamic Malware Analysis.

Teamer » Internal / External Penetration Testing.

» Excellent analytical, risk-assessments, and problem-solving skills
» Research of latest hacking activities/security issues, attacks and techniques.

2017 - 2019
» Skilled in testing, maintaining, & troubleshooting computer network
Information Security » Ability to protect data and network system from cyber attack
Analyst » Knowledge of banking and financial business procedures
» Adept in planning, designing, and implementing information security programs
Alm DutyFree 2013 - 2016
Seller » Mobile Devices & Computers department.
BUG DutyFree 2012 - 2012
seller » Mobile Devices & Computers department.
2010-2012

Security NCO » Israel Defense Forces - Israeli Navy.

» Testing of known and unknown techniques to bypass End-Point and Network Security systems.


https://il.linkedin.com/in/julia-minin-991b8479

