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Cyber Security Researcher 
Hagai Karp
054-224-4460    |    karp.ha@gmail.com    |   https://www.linkedin.com/in/hagai-karp/   |   Tel-Aviv
Summary
· 15+ years of experience as Software Developer and Architect in global and start up high tech companies - Synamedia, Fluent-tech, Eyenets.
· Proficient in using C, C++, Docker, Bash, Python, EBPF.
· Technical Leader and Architect of a development team of 5+ people in Agile environment
· Experience in cyber threat intelligence with a focus on the cybersecurity landscape and its methodologies
· Knowledge of vulnerability research, exploit development and OS level mitigations bypass, reverse engineering binaries and network protocols.
· I excel at quickly developing solutions and comprehending complex problems.
· My skill set includes innovative thinking, strong analytical, debugging, and problem-solving abilities  all of which I have developed through self-learning.
· CTF as hobby - Reverse tools(IDA\GHIDRA), Exploiting, Vulnerability research
· English - fluent
Experience
2021 - 2023    Senior Developer / Cyber Researcher (Red Team), Synamedia
· Developing offensive cyber tools using C, Python, Bash, Docker, EBPF, AWS, Digital Ocean, monitoring, FastAPI, SQL, AWS Athena, MongoDB, Grafana  
· Design and Develop rootkits (C2, pe, stealth, persistency), DDos system, Rootkit client - using Python, Bash, EBPF, Assembly & Kernel modules 
· Design and develop DDos distributed system  
· Web vulnerability research (Wireshark, Password hacking, WAF penetration, Server harming scripts)
2019 - 2021    Senior developer / System architect, Synamedia
· Team Tech leader - New Initiatives team (Linux C\C++)
· Design and Develop Embedded monitoring and Disruptor using C++, GDB,,GIT, Jira,  Jenkins, Docker, Agile, Confluence)
· R&D for new initiatives. Including POC systems and Demo systems (C++, Linux on Raspberry Pi) 
· Technical Leader of a Development team of 5+, including assimilation of CI\CD, Testing, TDD, Code review and Debugging.
· Developed innovative and scalable software applications, with a strong focus on security and monitoring. 
· I played a key role in the successful implementation of new initiatives, achieving impactful outcomes.
2012 - 2018    Senior Developer and Tech Leader (Linux C\C++), Fluent-tech
· Development of low latency trading platform (HFT) and ECN servers. 
· Including in-house low latency base components (STD like), network services, loggers, parsers & instrumentation tools.
· Involved in designing, developing, version control, consumer connections and team leading. 
· Linux platform: gcc, clang, gdb, perf, VTune,, Jira, Jenkins, Grafana. Solace 
· Protocols: Fix, Itch, SBE, FAST and variants
2010 - 2012    Senior Software Developer (C\C++) and Algorithm developer, Eyenets
· Continuing with Vidyatel's projects: Developing new features and applications and supporting old projects. 
· Developing on Windows platform: Visual Studio C++, MFC, STL, TBB, Intel VTune and Video processing.  
· Also developing some Android applications in Java and NDK
2005 - 2010    Team leader, Senior Developer (C\C++), System Architect Vidyatel
· In charge of unique algorithm for a search engine for similar video clips and related products development. 
· Activities: R&D, patent registration, software and API design. 
· Parallel design, optimization for Windows and Linux distributed systems on multi-core CPU
Education and Courses
Toward BA in Computer Science, Jerusalem College of Technology
Video directing, editing and production course, Jerusalem College - “Michlala”
Coaching instructor training course, Michael (Fulfilling individual potential to attain excellence)
Continuing  Variety of courses and workshops in relevant subjects.
Military Service
· Armored Corps - Tank crew member
· Education and Youth Corps - Computer manager and Software developer
Technical Skills
Languages - C, C++, Python,  Bash, Assembler
Environments - Linux, Windows, AWS, Digital Ocean, Embedded, eBPF


