Phone number: 0522-959002 Home address: Or-Yehuda

OMRI HERMAN

E-mail address: omh_il@yahoo.com _ I1D: 061212932

To whom it may concern,

| am a certified ethical hacker seeking experience in any position that will advance my career in
cyber-security.

I'm a diligent and responsible worker seeking to prove the value of my work and willing to commit to long
term jobs.

Credentials & Certificates

“Certified Ethical Hacker”
Earned by successfully passing the official "ECC-Council Certified Hacker” (CeH) exam.

Cyber-Security Course, “Hacker-U" College, Ramat-Gan
Successfully completing the six-month long cyber-security course, and meeting all of its requirements.

“Linux Essentials” certification by the "Linux Professional Institute”
Earned by successfully passing the official “Linux Essentials” online exam of the LPI.

01/2019 - 07/2019

Information security and ethical hacking course, "Hacker-U" college, Ramat-Gan

590 academic hours. Successfully completed the six-month long cyber-security course, and met all of its
requirements.

2021 Some practical experience with various CTF challenges (These include 40 "TryHackMe” challenges
which | have completed and many of Hacker U's "Cywars" system challenges which | have completed.)

2014  EMT certificate, Magen David Adom
Volunteered during the year at the MDA Bney Brak branch.

2000 "Ironi Alef" high school, earned a full Bagrut certificate

Professional skills:

Penetration Testing of Computer Networks & Individual Systems’ Infrastructure

LAN attacks such as various MITM (Man in the Middle)} techniques and DM5 spoofing methods, sniffing of network
traffic, Nmap techniques, extraction of sensitive data, such as the systems credentials and the cracking of said data's
hashing.

Remote attacks using Mmap scanning and scripts, known vulnerabilities, password spraying, reconnaissance
[including SMTP recon, DNS transfers/recon and Google hacking), and social engineering.

Privilege escalation (both remote and local) on both Lines/Unix & Windows systems and on Active directory
managed domains.

Penetration testing of web-applications and their underlying systems

Knowledge of various web attacks and vulnerabilities, such as: S0OL Injection, X55, Command injection, Lecal file
inclusion, URL tampering, etc.



Operating Systems Programming

Proficiency in LINUX 05 working eveircnments. le i

Proficiency in Microsoft Windows os | knowledige of: and

working environments.

Familiarity with Microsoft Windows Python

Server os anvirenmants, including knowledge of A

basic windows network administration. P hell

Batch scripting.

English & Hebrew at a native tongue level | Speaks Bash scripting

basic Spanish

Work experience

2019-2021 NOC Engineer for “Motorola Solutions Israel”

The Job consisted of management and monitoring of several closed networks for Motorola's
clients as well as managing Motorola's worldwide wifi networks.

The work entailed:

. The planning of the wifi infrastructures and placements of the Access points on the work
sites based upon maps provided by our on sites contact persons. The actual planning utilized
the Ekahau program which is designed to simulate the physical conditions on the location
and foresee the quality of wifi transmissions based upon the APs’ placement and other
parameters.

®  Assistance in the Wifi settings configurations after the physical connection of the AP’s to the
switches on the site locations.

. Remote configuration of the AP’s through various controllers using the 55H protocol. The
configuration included the preparation of profiles and logical groups which were associated
with the sites” AP's, and the designation of IP ranges to the different sites. These profiles
determined various network settings, Vlans, Radio channels activity, S5I1D's etc. Additionally,
there was sometimes a need to initiate the communication between the AP’s and the
controllers by logging in remotely into the AP's and configuring it.

o  Configuration of outbound and inbound access lists, management of Wifi networks security
settings, ongoing monitoring and maintenance by performing routine checkups and
addressing problems and complaints from workers around the world by troubleshooting the
issues (while using systems such as Splunk and Nsight).

o  Continuous monitoring of networks of projects for the company's clients while utilizing
various monitoring systems and real time reporting of malfunctions to the proper contact
persons,

&  ASOC project as a backup team for one of the company's clients, The work consisted of the
monitoring, investigation and reporting of events while utilizing the system's interface. I've
also learned to prepare filters and rules on the system, associating them to active channels,
navigating the different menus and more.

¢ The work also required familiarity and knowhow (both in the monitoring as well as the
maintenance and configuration aspects) of the following monitoring and management
systems: SolarWinds, Zabbix, Splunk, Nsight and Arcsight

2018 Helpdesk, “YaYasoft”, a software development company
The work consisted of providing technical support to the company's clients.
The support entailed helping the clients operate the company's web based CRM program and its
mobile applications.
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