Almog Ohayon
Personal information: 
ID: 211886874
Phone: 0546965377
Email: ohayonalmog7@gmail.com
City: Beer Sheva
· I have a lot of knowledge and interest in the field of information security. Have the ability to handle several tasks in parallel, organized and methodical. Looking for a position with a responsible nature and be able to advance and improve my knowledge.
Work Experience:
2022: Junior Threat Researcher at Security Joes – 9 months (current job)
- Investigation and analysis of cyber incidents; Decoding, responding, removing and blocking. Working with Jira and CrowdStrike platform.
- Malware analysis using forensic tools.
- Taking part in basic reverse engineering and threat hunting challenges.
- Writing protocols and blogs.
- Regular work with Python, experience in handling extreme attacks such as ransomware, Trojans, DDOS...
- Dealing with employees and customers from abroad in English.
2021: SOC Analyst at Israel Ministry of Public Security – 1 year
- Investigate and analyze cyber incidents working with SIEM that interfaces with QRadar EDR.
- Writing rules in QRadar using Regex.
- Work with IOCs that includes scanning, blocking and distributing alerts to entities and employees under the ministry.
- Using a virtual machine and writing automations for reports in VBA (Macros).
- Retrieving information and handling events from various platforms such as SixGills, Recorded Future and more...
- Participation in seminars and projects working with Linux in order to collect information about different organizations.
2019: Soc Analyst at IDF – 10 months
- Apprenticeship in "Mamram" unit and "Pikud Tzafon" classified pit.
- The establishment of a new SOC in the IDF at my home base.
- Initial treatment and investigation of information security incidents by monitoring the SIEM system (Arcsight / Symantec).
- Participation in national and ongoing cyber exercises and scenarios.
- Familiarity with cyber threats, protocols and information security products such as IDS, IPS, FW, HIPS, AV.


Education:
2021: Cyber Forensics Course at INT college – 40 hours
2019: Information Security Course at IDF – 640 hours
2016 – 2018: an Excellence Program at "Magshimim" and "Hadarim"
Practicing object-oriented programming in C, #C, Python, algorithms, sorting types, handling hardware faults, managing communication networks and more...
Relevant secondary education:
- Projects in JAVA, C#.
- Project in basic data systems.
Security Classification:
Military + civilian - level 3.
Languages:
Hebrew - native language.
English - very good.
