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Introduction
At its meeting on 19 November 2020, in a closed session, the CDEP discussed the topic of government access to personal data held by the private sector [DSTI/CDEP(2020)19; DSTI/CDEP/M(2020)2/ANN]. This topic was raised in the context of the review of the implementation of the OECD Privacy Guidelines [OECD/LEGAL/0188], where concerns were raised that the absence of common principles for trusted government access to personal data may lead to undue restrictions on data flows resulting in detrimental economic impacts. At that meeting, the CDEP agreed to undertake follow on work, supported by an informal drafting group nominated by OECD Member countries and the European Union, with a view to examining the possibility of developing a legal instrument setting out high-level principles in this area. 
In a subsequent public statement issued on 22 December 2020, the CDEP set out its concerns, objectives and plans for the near future [DSTI/CDEP(2020)22/FINAL]. 
The informal drafting group is led by the OECD Secretariat with the support of two external consultants and comprises representatives from 23 OECD Member governments and the European Union, including from privacy and law enforcement authorities and national security agencies.  The informal drafting group held multiple virtual meetings since early February, in regular, expanded, and stakeholder format. In its discussions, based on previous work carried out by the CDEP’s Working Party on Data Governance and Privacy and on inputs from experts, the drafting group identified high-level safeguards for government access to personal data held by the private sector that are common to OECD Members, and their main elements. 
The text below sets out a preliminary draft proposal of the content of high-level principles on government access to personal data held by the private sector. It is based on the three sessions of the expanded drafting group held on 9 March, 23 March and 6 April, the background notes prepared by the Secretariat with the support of two external consultants for these meetings, summaries of these meetings drafted by the Secretariat, and written comments from delegations. The Secretariat made its best efforts to reflect all comments made in the discussions and received in writing as accurately and comprehensively as possible. It is presented to the drafting group for discussion at its 6 May meeting; written comments may be submitted in parallel (digitaleconomypolicy@oecd.org). 
	Important: how to read this text?
· New text drafted by the Secretariat, based on comments regarding the overarching considerations for this work, for example in the “context” section, appears in grey. In an eventual OECD legal instrument, should the CDEP decide to develop one to embody the high-level principles, this context section could constitute the main elements of the “preamble” section.
· The following section (“principles” / “safeguards”) is based on the background notes (black) and comments made in the discussion (as reflected in the Secretariat summaries) or in writing: 
· these are captured in track changes (underline or strikethrough), and in [brackets] in dark blue text where more than option exists
· where short explanations were needed, these were added in comment boxes 
· where longer explanations were needed or it was difficult to represent diverging views, these were detailed in the footnotes
· bright blue highlighting indicates areas where the Secretariat has noted diverging views and wishes to the draw attention to the drafting group


Context 	Comment by מחבר: Secretariat: 
The EDG raised several important issues and agreed they should be captured in the overall context of developing principles (e.g., in introductory text, recitals etc.):   
The need to refer to the rationale for legal bases, including a reference to human rights and prevention of abuse of power, as well as providing clarity, consistency and level playing field for the private sector (done)
The need to address the issue of balancing of powers between different government actors (/branches)
The importance of tech-neutral approaches 
The cross-border application of the principles to data flows
OECD Member countries share a commitment to upholding democratic principles and the rule of law; maximising the free flow of data over a global Internet that is open, accessible, interoperable and secure; and protecting individual rights, freedoms and privacy. 
Continued digital transformation of OECD countries is creating more data, including personal data, as digital technologies are used across all sectors of the economy. As such, data are increasingly a critical resource for economic growth and prosperity; they contribute innovation, productivity and e-commerce, and are regular and necessary to conduct business. The flow of data across borders contributes to the global economy and social prosperity.
Much of these data, including personal data, are held by private entities [private entities] [private sector] [individuals, organizations or other enterprises engaged in professional or commercial activities (“enterprises”)] [firms], including at the work place.  	Comment by מחבר: ISRAEL: 
We would prefer private entities. 	Comment by מחבר: Secretariat:
Various terms offered in written comments and throughout the discussions – offered here as options for consideration by the drafting group. 
Restrictions on the cross-border flow of data among nations can negatively impact a global Internet that is open, accessible, interoperable and secure; global commerce and; and public safety, including relating to law enforcement and national security. Restrictions on flows of personal data are sometimes related to government practices in accessing personal data held by the private sector that fail to preserve trust.
In democratic societies, certain government activities such as law enforcement and national security investigations require access to data held by the private sector.  Such access impacts basic rights and liberties but is nonetheless essential to effectively investigating and prosecuting criminal activity, protecting national security and ensuring [public safety].  
Because government orders, directives, or other legal process authorized by domestic law that require [private entities] [private sector] [enterprises] [firms] subject to their jurisdiction to disclose or otherwise provide access to personal data impacts the privacy of individuals to whom the personal data pertains, it is essential that these activities carry democratic legitimacy and are anchored in the rule of law. 
A common understanding of how OECD countries uphold democratic principles and the rule of law to access personal data held by [private entities] [private sector] [enterprises] [firms] for law enforcement and national security purposes while respecting privacy is needed to maintain trust among OECD countries’ digital ecosystem.
OECD countries have adopted, over time, diverse practices to access personal data in a manner consistent with democratic principles and the rule of law, and that such practices, while not identical to one another, are founded upon similar principles that reflect their shared commitment to protecting human rights and to enabling cross-border data flows. 
The below set of Principles for government access to personal data held by [private entities] [private sector] [enterprises] [firms] can thereby build a foundation to encourage and support the free flow of personal data among their countries.
These Principles are designed and implemented in different ways in different countries, but they seek to ensure the democratic legitimacy of government action and prevent abuse of government power, to protect and promote human rights, and to provide public transparency, accountability, understanding, consistency and a level playing field for the private sector.
These Principles apply, as relevant, throughout the various processes by which government agencies access and (re-)use personal data held by the private sector. They further apply across borders, irrespective of nationality, to ensure the continued protection of basic rights and liberties when personal data is transferred to another country, and irrespective of the technologies used for the access.
These Principles should be considered in a holistic manner, they operate together and complement each other, depending on the circumstances [notably, the purpose of the access and the degree of interference with individual rights].
With this in mind and recognising the differences between countries’ legal systems, the informal drafting group identified the following high-level principles for government access to personal data held by the private sector as common among OECD countries:
Principles	Comment by מחבר: Secretariat:
The Principles are ordered based on the discussions of the EDG.
Legal bases for government access
To protect individual rights from arbitrary, excessive, discriminatory, or politically motivated government interference, [compelled] government access to personal data, including its justifications, conditions, and the processes to be followed, is based in the country’s legal framework. The legal framework, which is comprehensive, clear, effective, and context-sensitive, may also include legislation and/or other legally binding instruments including court decisions.
Such legal frameworks are:
· Legally binding and actionable: The legal framework carries democratic legitimacy and has binding elements, to which compliance by all public authorities is mandatory.  
· Precise and clear:[footnoteRef:3] The legal basis clearly defines the purposes, conditions, and processes as well as the restrictions and limitations for all public authorities (including law enforcement and national security agencies) to have access (including for example, definitions, legal grounds for authorised access).[footnoteRef:4] [3:  Proposal: The applicable law must indicate in what circumstances and under which conditions and safeguards a measure providing for the processing of personal data by a public authority may be adopted, thereby ensuring that the interference is limited to what is strictly necessary and proportionate.]  [4:  Proposal: The measure should also be limited in time and define the procedure to be followed for examining, using and storing the data obtained, and the safeguards to be taken when sharing the data with other parties.] 

· Accessible to the public: The legal framework is accessible to the public, and is sufficiently clear and specific to enable individuals to understand the types of activities, their scope and legitimate purposes authorised by the law, to foresee the effect of those activities on their rights, and to challenge them or their  implementation.	Comment by מחבר: ISRAEL: 
Perhaps the term "legal framework" can be clarified further. In Israel, for example, access to data (mainly by intelligence agencies) isn't governed only by legislation and jurisprudence but also through internal legislative interpretations by the Attorney General, which in many cases is not accessible to the public. 
· Appropriate safeguards: The country’s legal framework includes reference to appropriate minimum safeguards so that the persons whose personal data is affected have sufficient guarantees that data will be effectively protected against the risk of abuse. 
Legitimate aims 		Comment by מחבר: Secretariat:
Secretariat proposal for simplified heading
OECD governments access personal data held by the [private entities] [private sector] [enterprises] [firms] for legitimate aims [such as national security, the enforcement of criminal laws and prevention of crime, or the protection of democratic institutions]. 
In considering elements of legitimate aim, Member countries require that government access to personal data held by the private sector must:[footnoteRef:5][footnoteRef:6] [5:  The difference between factors to be considered under this element and under the abovementioned “necessity” and “proportionality” was questioned. Suggestions were made to rephrase it with a focus on the link between / balance of the purpose of the access, on the one hand, and the outcome of the interference and the manner in which the information is used, on the other. It was further suggested that the “overall considerations” element would only apply with regard to the most serious interferences.]  [6:  A concern was raised as to the possibility that this element would effectively be used to undermine the other elements in this safeguard. It was clarified that this element aims to balance the totality of circumstances, including the specific purpose of access, the degree of interference, and practicality of access and alternative measures; this was noted and alternative wording will be proposed as we move to the drafting phase of the principles.] 

· [be proportionate to the legitimate aim and [strictly] necessary in a democratic society]	Comment by מחבר: Secretariat:
In the EDG sessions, countries expressed different views on the use of terms “necessary/necessity and proportional/proportionate” and other terms were introduced. 	Comment by מחבר: ISRAEL:
There is overlap between the concepts of "necessary" and "legitimate aim". We are ok with the basic framing, which is grounded on the constitutionality test found in many countries (including Israel), but then we should avoid repetition. "Legitimate aim" can be used to convey the concept that there is a valid, law enforcement/national security-related reason to obtain access. "Proportionality" seeks to ensure that means for achieving this aim do not unduly violate human rights.
· [be necessary to achieve prescribed purposes] 
· [be reasonable, relevant, and not excessive to achieve prescribed purposes]	Comment by מחבר: ISRAEL:
It is suggested to combine/streamline this point with the first bullet point. Reasonability and "non-excessiveness" are, broadly speaking, components of proportionality.
· be applied for purposes not incompatible[footnoteRef:7] with the purposes prescribed[footnoteRef:8] [7:  The EDG preferred the phrasing “for purposes not incompatible with”; a concern was expressed however as to the scope of secondary purposes that may be covered by this phrasing.]  [8:  and further processing must be authorised by law (for a legitimate objective), necessary and not excessive in relation to the initial purposes for which they are processed] 

· respect the essence of the fundamental right at stake	Comment by מחבר: ISRAEL:
This seems somewhat vague. We suggest deleting this bullet point. 
· be [tailored] [designed] [framed] to achieve the prescribed purpose	Comment by מחבר: Secretariat: 
During EDG meeting, counties asked for clarification on the meeting of “tailored”. The Secretariat provided other drafting suggestions to make this clearer.  	Comment by מחבר: ISRAEL:
We would prefer something general, such as "framed". 
· be limited to data that is adequate and relevant[footnoteRef:9] for the specified purpose, in terms of breadth (number of individuals affected) and sensitivity (type of data pertaining to the individual) and the subsequent use limited to the fulfilment of that purpose	Comment by מחבר: דנה: יש מקרים בהם מידע שנאסף לצורכי אכיפת חוק משמש בהמשך לצורך הליכים אזרחיים – כך למשל אם אדם מגיש עתירה או תביעה נזיקית נגד המשטרה בגין פעולת אכיפה שננקטה כלפיו הרי שהחומר שקיים לגביו יוצג במסגרת ההליך על מנת להציג את הבסיס לנקיטת פעולות האכיפה. אני מניחה שאין כוונה למנוע מצב כזה אך הנוסח כאן עשוי להשמיע שאין לעשות שימוש שחורג ממימוש התכלית המקורית [9:  “be tailored”, “be limited to personal data that is adequate and relevant”: Some reservations were made regarding the feasibility of “tailoring” the access (depending on the granularity of purposes in question) and regarding ensuring that the data is “adequate and relevant” (as some data used in early stages of an investigation may in retrospect not be relevant, although arguably was relevant at the time). An alternative was suggested: “not excessive”.] 

· be less intrusive[footnoteRef:10],[footnoteRef:11] compared to other options for achieving the same goal, while accounting for practicality, feasibility and operational considerations [10:  “be less intrusive”: a proposal was made to reinforce this element while accounting for practicality/feasibility/operational considerations (least intrusive of practical measures). It was noted however that the “least intrusive” test only applied in the most serious interferences and suggested that “be less intrusive” was probably reflective of practice across the countries.]  [11:  be the least intrusive compared to all the other options feasible in practice for achieving the same goal] 

· be objective and non-discriminatory
· balance the seriousness and immediacy of the prescribed purpose with the degree of intrusion and the risks to individual rights and freedoms
· be subject to limitations and protections (as applied by other safeguards) that are commensurate with the degree of intrusion and the risk to individual rights and freedoms
Approvals for government access 	Comment by מחבר: Secretariat proposal for simplified heading
OECD countries’ legal frameworks establish processes and procedures for approving government access to personal data held by the private sector:
· The timing of approval, the procedure to be followed, and the entity providing the approval may vary based on the degree of intrusion, interference with rights, and the prescribed purpose.
· Prior approval from independent judicial bodies or administrative bodies governed by the rule of law is mandatory for the most serious intrusions (e.g., compelled access to the content of private communications); exceptions to prior approval requirements are specifically provided for in the legal framework, including justifications, conditions, and durations. Prior approval requirements and processes may depend on the circumstances (such as the degree of interference, the prescribed purpose, and the potential consequences for the individual).[footnoteRef:12] [footnoteRef:13]	Comment by מחבר: Secretariat:
Suggested Secretariat rewrite based on discussions. See footnotes for specific comments. [12:  The difference between compelled and voluntary access was highlighted in this context as an important factor in determining whether prior approval is needed.]  [13:  The EDG noted that prior approval and related process may apply differently based on the circumstances (notably, the degree of interference / level of intrusion) – and in particular with respect to the nature of the entity giving the approval (that may not always be the judiciary – e.g. administrative or Ministerial –, and may not always be independent). There are, for example, mechanisms to account for urgent situations where prior approval is not feasible and situations where approval per se is not required.  It was suggested to qualify the approving entity as “governed by the rule of law”.] 


· Approvals are based on: 
· A factual basis [that may include written requests, justification and applications] that shows that access relates to the prescribed purpose and does not consist of mere unfounded suspicion and/or speculation; and	Comment by מחבר: Secretariat suggestion based on research and providing precision/clarity.
·  Objective and non-discriminatory criteria.
Limitations on handling of personal data acquired 
Countries put in place limitations on handling personal data by the government including confidentiality, integrity and availability safeguards; these include:
· Compatibility with Purpose of Collection: Personal data accessed from [private entities] [private sector] [enterprises] [firms] is handled (or processed) in a manner that is not incompatible with the prescribed purpose for the access. 
· Security Safeguards: Personal data is protected by organisational and technical measures such as: 1) an obligation to tag personally identifiable information (PII); and, 2) an obligation to safeguard against unauthorised access, destruction, use, modification or disclosure. Such measures are based on accepted best practices for data security, including those focused on ensuring the confidentiality, integrity, and availability of data.
· Access Controls: Personal data is accessed and examined only by personnel who are authorised to do so, and who have received appropriate training on applicable limitations and restrictions. 
· Sharing and Disclosure. Personal data is only shared with or disclosed to other people or entities to the extent permitted by law and only for authorised purposes.	Comment by מחבר: דנה: לא בהכרח מוסדר בחוק. כפי שנכתב למעלה, ישנם מקרים בהם הגישה למידע הספציפי אינו מוסדר בחקיקה מפורטת אלא נגזר מסמכויות כלליות שונות (למשל הסמכות לתפוס ראיות). בשל כך גם לא תמיד יהיה הסדר מפורט באשר לגורמים המוסמכים לקבל. כך למשל, פקודת סדר הדין הפלילי המסמיכה את המשטרה לתפוס חפצים (ובכלל זה גם מסמכים) העשויים לשמש ראיה, אינה קובעת מפורשות כי ניתן להעביר את המידע בהמשך לפרקליטות לצורך העמדה לדין או לרשות חוקרת אחרת המוסמכת לטפל בעבירות שמתגלות (למשל רשות המיסים) אולי ניתן  לשנות ל legal framework
· Retention and Deletion. Personal data is retained only so long as permitted by the legal framework and necessary for the prescribed purposes. The government promptly deletes data that it is not authorised to retain. [Further use, dissemination, or retention of personal data [may require additional approval and] should not be incompatible with the purposes for which the personal data was originally obtained, or otherwise should only be carried out for purposes authorised by law.][footnoteRef:14]	Comment by מחבר: ISRAEL: 
We suggest changing to "within a reasonable period of time". 	Comment by מחבר: Secretariat:
Written proposal from drafting group. 	Comment by מחבר: Bracketed text is a suggestion by the Secretariat based on EDG discussions.	Comment by מחבר: דנה: גם פה, לא בהכרח חוק אלא מסגרת משפטית [14:  Written proposal] 

· [Data Quality. Measures exist to ensure that personal data is accurate, complete, and kept up-to-date as reasonably necessary for the purposes for which the data is to be used.][footnoteRef:15]	Comment by מחבר: ISRAEL:
We do not think that this point relates to the core of the proposed text, which is about the thresholds for accessing data. Data quality is important as part of the "incrimination process" – i.e the reliability and integrity of the data is important for the accused, because a judge should not be making a decision based on data that is not credible or whose integrity cannot be ascertained. But this is an issue that occurs downstream. For questions of access to data, the law enforcement agency seeking to access data has no way to ensure that the data is accurate, complete, etc.. It simply tries to seize the data that appears relevant and that is covered by the warrant.	Comment by מחבר: Secretariat:
This text is provided by the Secretariat in an attempt to be responsive to comments in the EDG meeting that the principles should include something on data quality (noting the lack of robust dialogue on this point). This text is based on the OECD Privacy Guidelines and the Fair Information Practice Principles. The use of "reasonably necessary" is intended to reflect comments at the EDG meeting about how this concept translates to the intelligence and law enforcement context. [15:  Additional elements proposed for consideration under this element were:
Accuracy and quality – the EDG agreed on the usefulness of this element, however a concern was raised as to the need to maintain the integrity of data that may be used as evidence or for purposes of oversight and redress.
Data minimisation – an alternative phrasing suggested was “necessity and proportionality” noting the prior discussion that these terms should not refer to a particular legal standard.] 

· Compliance Measures. Measures exist to verify that handling limitations and restrictions are followed. Incidents of noncompliance are identified, reported [to oversight bodies], and remedied. 	Comment by מחבר: ISRAEL: 
We would not include the text in brackets, as some incidents may be handled on a disciplinary level within the organization. Reporting every incident to the oversight body, regardless of its severity, would be an excessive demand of agencies. 
Transparency				Comment by מחבר: Secretariat:
Transparency in this section addresses a government’s system for accessing information in its entirety.  Related issues specific to individuals, such as notification, are addressed in other Principles, namely Redress.  
To promote public understanding and trust, and in conjunction with other safeguards, namely independent oversight and effective redress, OECD countries put in place measures to promote meaningful transparency with regard to government access to personal data held by [private entities] [private sector] [enterprises] [firms], consistent with the needs for such access [such as in the context of law enforcement or national security].[footnoteRef:16] These measures include: [16:  A proposal was made to start the section with 2 bullets:
1st bullet to mention the general transparency principle, a central element of data protection law, governing all forms of government access to personal data. One could add language along the lines of Convention 108+ (Article 5(4)(a)) “Personal data undergoing processing shall be processed fairly and in a transparent manner”; 
2nd bullet to flesh out basic transparency requirements (along the lines of Article 8 of the modernised Convention 108) to specify, in particular, that individuals have the right to know which personal data is collected and further processed, and to which extent/how; as well as to be made aware of the risks, safeguards and (the modalities of exercising) their rights regarding processing; add that the information must be concise, intelligible and easily accessible, using clear and plain language;] 

· Legal interpretations: Significant or novel interpretations of law, which encompasses court interpretations as well as those by administrative bodies are easily accessible in a concise and understandable manner. [footnoteRef:17]	Comment by מחבר: Suggestion by the Secretariat to address redundancy with the Principle Legal Bases [17:  A comment regarding communicating safeguards and rights related to processing, and noting that information should be concise and easily accessible and understandable.] 

· Information protection and disclosure:
· The legal framework establishes a system that protects information from unauthorized disclosure based on the potential harm that such disclosure would cause to national security or law enforcement activities [protection of democratic institutions].
· Information may not be protected in order to conceal violations of law. 
· There are processes and requirements for reviewing protected information for potential declassification and release if the information was improperly classified or if disclosure of the information, due to the passage of time or other changes in circumstances, would no longer damage national security or law enforcement investigations.
· Individuals have the right to demand the disclosure of government records, and in responding to such demands, the government must follow specified processes in order to prevent disclosure of properly protected information.	Comment by מחבר: ISRAEL:
The current phrasing implies that every individual has the right to demand the disclosure of any record, whether or not they pertain to them. We suggest adding "government records relating to the legal process in which they are involved".	Comment by מחבר: דנה: יש לציין שהחשיפה תהיה בהתאם לחריגים הקבועים במסגרת החוקית הרלוונטית (חוק חופש המידע או הנחיות יועמ״ש/פ.מ לגבי עיון בחומרים שונים)
· Public reporting: Oversight bodies and government agencies [are often required] [are required to] submit reports that inform the public about the extent to which government agencies are complying with applicable legal rules and restrictions. The scope, detail, method and frequency of reporting varies, for example taking into account the degree of interference with individual rights.	Comment by מחבר: Secretariat:
It was noted during EDG discussions that reporting isn’t required in some countries.  So as not to lose the concept, the Secretariat proposed alternate text. 	Comment by מחבר: ISRAEL: 
This more inclusive option is preferable. 
· Proactive measures: The government takes proactive measures to promote transparency while also continuing to protect classified/sensitive information. Such measures, which vary across countries, may include: 
· Releasing information that generally describes how intelligence and law enforcement agencies are organised, the mission and role of each agency, the laws and rules that govern them, and the general scope and magnitude of their activities, including statistical information;
· Identifying and prioritising the review and disclosure of information the release of which promotes public accountability and trust (including information about the applicable rules and compliance with those rules);  
· Removing or redacting properly classified information from documents or other records so that the unclassified portions of documents can be publicly released; 
· Providing explanations and context so that released information can be more readily understood by the public;
· Making released information readily accessible and retrievable by interested members of the public. 
Oversight				Comment by מחבר: Secretariat proposal for simplified heading
OECD countries put in place a range of complementary mechanisms for oversight to ensure adherence to the legal framework with regard to access to personal data held by the private sector. Oversight is characterised by: 	Comment by מחבר: הערה פנימית:
הפסקה הזו היא מועתקת מהמסמך של האמריקאים, שהטמיע את ההערה שלנו כלשונה.
Comment: The phrase "alternative forms of redress" could be viewed as implying that there are instances where judicial redress is unavailable or inadequate (and not just that there are thresholds or that the chances of success are not high). This doesn't accurately describe the situation in Israel, where judicial redress is a common and effective way of obtaining redress. This might be the case in other OECD countries as well. Thus, perhaps we can consider rephrasing this sentence, referring, instead of "alternative means" of redress, to complementary forms of redress.  
· Independence: [notwithstanding their public accountability and operation within their mandate,] the independence of oversight bodies is demonstrated, for example, by their:	Comment by מחבר: ISRAEL: 
We suggest amending the language to include situations in which the oversight body isn't fully independent, for example when it is part of the government or a specific agency. In Israel, the Attorney General holds oversight powers in many cases of access to data. Due to the unique structure of the AG's position, he is entrusted both with advising the government and with acting as the head of the prosecution. As such, the AG may not be considered "an independent oversight body", and yet exercise significant and meaningful oversight. 
· Composition: This pertains to appointment process including safeguards against outside pressures and conflict of interests. 
· Resources:  This includes ensuring that oversight bodies are comprised of full-time staff with sufficient legal and technological expertise, [including persons qualified to hold judicial office], and that they have sufficient budget for performing investigations and develop and maintain technical tools and programmes for automated auditing)	Comment by מחבר: Secretariat:
Proposed during EDG	Comment by מחבר: ISRAEL:
Consider rephrasing to – “some of whom may be qualified…” 
· Ownership of resources and processes: Oversight bodies have full ownership over the sequence and focus of investigations, their expenditure and personnel decisions, their reporting as well as their use of oversight tools and supervisory technology, their ability to reach out to civil society and the private sector (within the limits of their  obligation to confidentiality and government secrets) as well as the possibility to incorporate  an  adversary/amicus  or special advocate in their  decision-making/deliberation process to present another perspective.	Comment by מחבר: ISRAEL:
This also needs to be limited by confidentiality and government secrets, as was the ability to reach out to civil society.
· Reporting: Oversight bodies document their activities or findings in reports, which may be published in whole or in part, and the government regularly reports to the oversight bodies, including incidents of non-compliance.
· Effectiveness: The ability of oversight bodies to carry out their mission(s) effectively is demonstrated, for example, by their:
· Broad mandate. Oversight bodies can continuously[footnoteRef:18] review both the legality and the effectiveness and propriety of government conduct.  This includes the ability to assess the need for government access that is particularly intrusive in order to determine whether the application for such access is in accordance with the law and to examine whether the state is facing a serious threat to national security that proves to be genuine and present or foreseeable and thus, justify a higher degree of intrusion and interference). Oversight bodies can subject all of law enforcement and intelligence agencies’ activities to review, and their remit covers all stages of access and subsequent data processing [including international data / information sharing] where relevant to the core activities of the oversight authority. 	Comment by מחבר: The Secretariat merged what was previously “assess legality” with this section based on discussions.  	Comment by מחבר: ISRAEL:
This presumes the existence of a single oversight body with powers over the entire spectrum of law enforcement and national security activities. In Israel, oversight is distributed over different bodies, and there is also in-house independent oversight. We suggest redrafting so as not to suggest that the "centralized oversight" model is not the only appropriate one. 	Comment by מחבר: ISRAEL: We would prefer to use "may". 	Comment by מחבר: הערה פנימית:
איל / עמית – המשפט הזה נראה לנו מרחיב מדי בהינתן ההערה של איל על המסמך של הDOJ (כדאי לשים לב שהבקרה והפיקוח לא בהכרח עומדים לרשות נושא המידע [כלומר מי שהמידע אודותיו] כיוון שהוא לא בהכרח יודע שהשב"כ, למשל, דרש מידע מחברת סללולר. כמו כן הפיקוח המנהלי הוא פנימי לשב"כ או של הייועץ המשפטי לממשלה או שלבית המשפט. אינני זוכר אם הערתי על זה בסבב הראשון אבל נדהמ לי שאפשר לחיות עם זה. )

האם בנוסח הנוכחי אפשר לחיות עם זה, בהנחה שאנחנו מפרשים את הדרישה לפיקוח ככזאת שכוללת את הכנסת, בג"צ, היועמ"ש ומבקר המדינה? [18:  It was suggested that “broad mandate” would include “continuous” review. It was further suggested that “broad mandate” could be qualified, e.g. “where relevant to the core activities of the oversight authority”.] 

· Investigative powers[footnoteRef:19]. Such powers include elements such as the ability to: a) order the production of evidence from the government actors; b) supervise and enforce compliance with their decisions and orders and accompanying procedures including, for example and as relevant, that the government take remedial action where necessary and, c)subpoena agents of the government.  [19:  Regarding “investigative powers”, it was suggested to remove subpoenas or reorder the elements so that subpoenas are less prominent, to more accurately reflect common practices in OECD countries.] 

· Binding powers. Oversight bodies may declare measures unlawful, order the termination of an activity, or impose sanctions or remedial actions.
· Access to information: In order to review the legality and effectiveness of data processing, oversight bodies have comprehensive access to the information and data they need to carry out oversight. Depending on the sensitivity of the information, this may require appropriate security clearance.[footnoteRef:20] Access should be such that it enables oversight bodies on their own initiative to randomly scrutinise the entire processes of government access as to its lawfulness; this concerns individual decisions, processes, digital security, the design of (automated audits to review) data processing and filtering mechanisms as well as the technical resources used for them. [20:  Regarding “access information”, it was noted that this may require security clearance, depending on the sensitivity of the information concerned. It was further suggested to refer to digital security.] 

Redress							Comment by מחבר: Secretariat:
This section was reordered reflecting discussion during the EDGs.	Comment by מחבר: Secretariat proposal for simplified heading
Where government access to personal data held by the private sector unlawfully interferes with individual rights and liberties, effective remedy should be available rapidly and without prohibitive cost.[footnoteRef:21] While specific practices may vary across countries, redress mechanisms are complementary and should be considered holistically,[footnoteRef:22] and include: [21:  It was suggested to capture this notion in an introductory sentence, regarding the existence of effective and rapid remedy before an independent authority, without prohibitive costs.]  [22:  It was further noted that OECD Members share a common objective of effective redress, while specific practices may vary. In this respect, several EDG members noted that redress mechanisms are complementary (rather than “alternative”) and should be considered holistically.] 

· Non-discrimination and access: Access to redress mechanisms are based on non-discriminatory, publicly available and objective criteria.[footnoteRef:23]	Comment by מחבר: Addition by the Secretariat based on EDG discussion (see footnote). [23:  Not sure why those guarantees of non-discrimination and individual access to redress should be limited to ‘judicial redress’, we suggest that they should be extended to all forms of redress (also by independent Bodies);] 

· Independent and impartial bodies: A complaint is investigated and reviewed by independent and impartial bodies that adjudicate the complaint, and have sufficient budget, expertise, and access to information to carry out these functions and to ensure that violations are remedied.
· Notification[footnoteRef:24]:  To the extent access to redress mechanisms depends on the individual showing they have been the subject of [surveillance], the legal framework will be clear on whether the individual has the right to be notified. Where individual notification is not possible, such as where it may interfere with investigations and frustrate the purpose of the access, this will be compensated by independent oversight and other safeguards.	Comment by מחבר: Secretariat:
Notification separated to address comment in footnote and clarify text. 	Comment by מחבר: הערה פנימית:
הסעיף הזה עלה כבעייתי בהערות של כמה גורמים. להבנתנו, אין כאן דרישה ברורה להודיע לגורם שעליו נאסף המידע בכל מקרה. המשפט האחרון מאפשר שלא להודיע, אם ההודעה תפריע לחקירה או תהיה מנוגדת למטרה של הגישה למידע. 

נוכל להציע לרכך את המשפט כך: 
We suggest adding: "Where individual notification is not possible, or reasonably feasible in the circumstances, such as where it may interfere with investigations and frustrate the purpose of the access, this will be compensated by independent oversight and other safeguards."
לראייתנו הסיפא מרחיבה מספיק בשל ההתייחסות ל"הגנות אחרות". 

האם אפשר לחיות עם המשפט לאחר התוספת או שתרצו להציע שינוי משמעותי יותר?  [24:  Discussion:  On ‘notification’ of individuals, the note exclusively refers to situations where the government ‘prosecutes individuals’. This should be extended to cover all government access by adding a general principle like: ‘notification of persons whose data has been collected or analysed must in principle take place as necessary / proportionate : only to the extent that and as soon as the notification no longer jeopardizes the tasks for which those authorities are responsible.’] 

· Opportunity to challenge: If the government prosecutes an individual based on information obtained through use of national security or law enforcement authorities, the individual has the right to be notified of the information relied upon by the government, and, in certain circumstances,[footnoteRef:25] to challenge in court the legality of the means used to obtain that information. [25:  It was noted that the ability to challenge the legality of access to obtain the evidence (as opposed to knowing what the evidence is) does not always exist, and depends on the circumstances. On the other hand, it was noted that the notification itself may apply in broader circumstances than prosecution, or law enforcement/national security activities, while recognising the need to not jeopardise their execution.] 

· Remedies: Such remedies include, but are not limited to: rectification of inaccurate data; deletion of improperly collected data; cessation of illegal activity; referral for prosecution of any government individuals found to have engaged in criminal activity; retraining and/or administrative disciplining of government officials found to have violated procedures; restricting processing of personal data; and compensation for damages resulting from unlawful processing of personal data.
· Public availability of redress processes: The redress processes are made public and are readily retrievable by and understandable to the public;
· Obligation to comply: government agencies are obligated to comply with the redress processes and to cooperate with the redress bodies;
· Right to submit information: individuals have the right to submit information to the redress bodies that they believe is relevant to their complaint; 
· Right to receive information: individuals are provided with information about the processing of their complaint to the extent consistent with the legitimate need to protect properly classified information; 
· Right to challenge the outcome: individuals have the right to challenge or appeal the outcome of the redress process.
· Criteria for judicial redress: The legal framework establishes objective, non-discriminatory criteria for whether and how individuals can seek judicial redress in court from a government action that violates the law, taking into account the government's legitimate needs to protect national security or law enforcement information from disclosure.
	
	
	



