Age 31 Phone number +972 523425008

Marital status Married Email roigershon15@gmail.com
Country Israel Address Hahagana 37
ID 305633182 City Azor

2021 - today | Security Engineer at TD Bank: 3 . -

As part of my role is to ensure that sensitive data is kept confidential and to make sure that our
company has the right software and hardware in place.

This job requires me to document and report security threats, as well as to take measures to
prevent these threats from being carried out.

As part of my job, | am analyzing security systems and seek improvements on a continuous basis,
| should report possible threats or software issues, find cost-effective solutions to cybersecurity
problems, understand software, hardware and internet needs while adjusting them according to
our business environment, Develop best practices and security standards for the organization.

In this role, | update, upgrade and maintain the following systems:
WAF, DLP, FW, AV, NAC, Demisto, Vulnerability system like Qualys, DB protection like Guardium,
Crowdstrike, Encase, CyberArk and more.

2020 - 2021 ERT Expert Engineer at Radware:
As ERT expert, | am part of an escalation group at the Emergency Response Team in Radware
which Manages technical security aspects at business-critical customers and dealing with complex
heavy DDoS&WAF attacks that requires expertise with variety of tools and products from Radware
family:
¢ Manage technical security aspects at business-critical customers (WAF & BDOS).
e Dealing with complex heavy DDoS attacks that requires expertise with variety of tools and
products from Radware family.
e Dealing with layer 7 attacks, analyze and modify policies in WAF (AppWall) to increase
and optimize the customers security.
e Manage applications in Radware's Cloud: configuration, technical issues, analyzing logs,
installation of applications from scratch on cloud, and more.
e Daily use in Grafna, grayLog, Monday, Jira and more.
e Continues self-learning: Kali Linux, HackTheBox, Burp, John The Ripper, WFUZZ, SMB
and more.

2018 - 2020 Network Security Consultant At Avnet:

Network architecture & perimeter security posture assessment and advised fortification.

Identification of security gaps, remediating technologies and accompanying of

System implementation processes.

Organizational security systems configuration review & amendment (FWs, Anti-Virus,

DLP, NAC, WAF and more).

e  Provide tailored information security policies & procedures adhering to required
standards and regulations.

e Basic knowledge with the following tools: NMAP, DirBuster, GoBuster, SQLMAP, Hydra,
Burp and Kali Linux

e Practical experience in Bwapp, Hack The Box and Hacker101.

2015 - 2018 | Technical Support Engineer at Check Point Software Technologies:

e  Support level tier 3 in Check Point products (CCSA, CCSE).

¢ Intense work under pressure.

¢ Management and customer service around the world both in terms of technical and
political aspects.

e Extensive knowledge in a variety of technical topics such as:
Firewalls, Networking, Linux OS, Hardware, Clustering, NAT, Site to site VPN, Remote
Access VPN Clients, Mobile Access, VPN Authentication Issues, Check Point Capsule.

e Extensive investigation by cross-checking information from various sources of

information.
e Debugging & Traffic Analyzing
e Self-learning
e Implementing optimization procedures in the team by cutting data from daily work.
e Accompanying and training overseas clients (partners) to improve future work with them.
e  Working closely and managing projects in front of R&D programmers.
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2022 Pluralsight Secure Your Code - Injections and Logging.
Identify Common Cyber Network Attacks with
Wireshark.
2020 UDEMY e Cyber Security Operations and Technology
Solutions
e CompTIA CYSA+
e Cyber Security Incident Handling and
Response
2020 Pluralsight e Malware Analysis - The Big Picture
e Malware Analysis Fundamentals
e Getting Started Analyzing Malware Infections
e Performing Malware Analysis on Malicious
Documents
e Getting Started with Reverse Engineering
e Performing Incident Response and Handling
e  Security Operations and Monitoring for
CompTIA CySA+
e  Security Analysis for CompTIA CySA+
2020 StationX e Hackers Exposed — Volume 1
e Network Security — Volume 2
e Anonymous Browsing — Volume 3
e Endpoint Protection — Volume 4
2017 Check Point CCSE certification
2016 Check Point CCSA certification
2011-2015 College of Management Bachelor's degree in Computer Science -
Academic specialization in information security.
Knowledge in the following programming languages:
C++ / C#/Java/ SQL / Python
2006-2009 “Pinhas Ayalon” High School | Graduated in computer communications, full
matriculation certificate.
2009-2011 Full service as police officer in the following units:
¢ Central Unit, technical tracking, and War Room - Responsible for assistance
and information system for the field unit, Real-time monitoring of operations
in the field and reporting them to relevant parties. With a high security
clearance.
e Control unit - Responsible for all the Tel Aviv District Control and a system of
correction cameras and dealing with malfunctions in real-time systems.
e Criminal Identification System
2009 Police officer course - Center for Policy Studies

Hebrew — native language
English — very high level

e Security Clearance Level 3.
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