Or Shalom Efraim

Education

Full matriculation - specialization in systems design and programming

and computer science, High School - "Ort Naomi Shemer Gan Yavne"
September 2016 - June 2018

® Graduate ofthe "MOFET" track in the design and programming of systems and computer
science.

® Aspartoftheprogram, | have carried out many projects as part of the program
requirements in c#, python and assembly programming languages.

® Thefinal project dealt with the establishment of a "courier management" system — a system

whose entire purpose is to manage functioning and operate a courier company.

Courses

Certificate studies - Cyber Shield course, information security and

protection of corporate networks. John bryce college
December 2020 - February 2022

® Network Research

® [Incident Response

® Penetration Testing

® Network Security

® SocAnalystIntermediate

® SocAnalyst Advanced

Projects (Practical experience)

"Remote c&c" project

2021 -2021

The project run a script on a remote server and act as a command and control server
(c&ce).

The purpose of the project is to do scanning with: nmap (also search sploits), masscan,
dmitry, and stay anonymously by using nipe on the remote server and youre computer.

link: https://tinyurl.com/hc9k3hwc

"MetaData-Windows Forensics " project
2021 -2021

The purpose ofthe project is to search metadata in all given url's 24/7 by dwonload the
whole website and use binwalk to serach for hidden files.

also the project wiil use "exiftool" to search in the website files for metadata.

all this wiil saved into a log, that you can see live.

link:https://tinyurl.com/vfhtsa8h

"Vulner- Penetration testing" project
2021 -2021

The "Vulner" will map ports (randomly) and services and identify vulnerabilities regarding every device

on the network.
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https://tinyurl.com/hc9k3hwc
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Every activity write into a log file Which appears live.

link:https://tinyurl.com/3pyh7ert

Military Service

Team Commander - "armored fighting vehicle" Motor Mechanics
December 2018 - August 2021

Owner of the Stage 09 "armored fighting vehicle" Motor Mechanic
Certificate.

Egged Outstanding - National Technology and Maintenance.

Volunteering

Volunteer in the Israel Police - for three years, Israel Police
September 2016 - June 2018



https://tinyurl.com/3pyh7ert

