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Trends and Forecasting

OT Threat Activity Claimed in Underground Forum
and Social Media Posts: September 2022
Critical Infrastructure (CI) Fusion (FS)

Executive Summary

Mandiant monitors underground forum and social media posts to identify threat activity against
operational technology (OT). In September 2022, we observed the threat actors "Joint Cyber Center,"
"Team OneFist," and "GhostSec" claim to target OT assets.
Based on our analysis of the claims and observable tactics, techniques, and procedures (TTPs), most of
the activity consisted of gaining initial access to the OT assets by accessing internet-accessible devices
or exploiting public-facing applications. The actors leveraged the assets' command-line interfaces and
graphical user interfaces to execute disruptive actions, such as destroying data, shutting down devices,
and overwriting Modbus register values.
The targets of the activity include web interfaces for programmable logic controllers (PLCs), serial-to-
ethernet converters, uninterruptible power supply units (UPS), and satellite communication devices
collectively located in Russia, Israel, and Iran.
Asset owners can mitigate this activity by applying cyber security controls on internet-accessible OT
assets, including complex passwords, multi-factor authentication requirements, and up-to-date
security patches.

Threat Detail

Mandiant monitors underground public forum and social media posts to identify threat activity against
operational technology (OT). In September 2022, we observed at least eight instances of threat actors
claiming to target OT assets (Table 1). The majority of the incidents were conducted by the "Joint Cyber
Center," a Ukrainian- and English-speaking hacktivist actor who we have observed targeting Russian critical
infrastructure since June 2022.
 

Date Actor Target TTPs Report

Sept. 27,
2022

Team OneFist

Actor claimed to
compromise Russian
Satis satellite systems,
further claiming to brick
modems at ground
stations.

Command-Line
Interface (T0807)
Graphical User
Interface (T0823)

22-
00022733

Sept. 26,
2022

Joint Cyber
Center

Actor claimed to leverage
a vulnerability to access
APC (Schneider Electric)
UPS devices in Russia.

Internet Accessible
Device (T0883)

22-
00022520

https://www.mandiant.com/
hxxps://satis-tl[.]com/company/history/
https://advantage.mandiant.com/reports/22-00022733
https://advantage.mandiant.com/reports/22-00022520


Exploit Public-Facing
Application (T0819)
Graphical User
Interface (T0823)
Device
Restart/Shutdown
(T0816)

Sept. 26,
2022

GhostSec

Actor claimed to target
various OT assets in Iran,
inverting Modbus
register values, claiming
to negatively affect
electricity at Shatel, an
Iranian mobile network
company.

Internet Accessible
Device (T0883)
Commonly Used Port
(T0885)
Standard Application
Layer Protocol
(T0869)
Unauthorized
Command Message
(T0885)
Manipulation of
Control (T0831)

N/A

Sept. 17,
2022

Joint Cyber
Center

Actor claimed to exploit
a vulnerability in order to
gain partial control of a
Schneider Electric
Uninterruptible Power
Supply (UPS) in Russia
multiple times.

Internet Accessible
Device (T0883)
Exploit Public-Facing
Application (T0819)
Graphical User
Interface (T0823)
Device
Restart/Shutdown
(T0816)

22-
00022001

Sept. 7,
2022

Joint Cyber
Center

The actor claimed to
target OT devices
specific to power control
in Russia and shared
screenshots of web
interfaces for PL
Controller's SNR-ERD-4,
Moxa NPort 5130 serial-
to-ethernet converters,
and a "NAGRUSKA"
metering system.

Internet Accessible
Device (T0883)

22-
00021325

Sept. 3,
2022

Joint Cyber
Center

The actor claimed to
target an internet-
accessible switch and
accessed a WAGO Web-
Based Management
system in Russia, which

Internet Accessible
Device (T0883)
Graphical User
Interface (T0823)
Indicator Removal on
Host (T0872)

22-
00021324

hxxps://www[.]shatel[.]ir/en/
hxxps://www[.]se[.]com/ww/en/product-category/8000-uninterruptible-power-supply-ups/
https://advantage.mandiant.com/reports/22-00022001
hxxps://plcontroller[.]ru/product/ustrojstvo-udalyonnogo-kontrolya-i-upr-12/
hxxps://www[.]moxa[.]com/en/products/industrial-edge-connectivity/serial-device-servers/general-device-servers/nport-5100-series/nport-5130
https://advantage.mandiant.com/reports/22-00021325
hxxps://www[.]manualslib[.]com/manual/1284715/Wago-I-O-System-750[.]html?page=92
https://advantage.mandiant.com/reports/22-00021324


is used to configure
WAGO controllers.

Sept. 3,
2022

Joint Cyber
Center

Actor claimed to leverage
a vulnerability to target
two iRZ
telecommunication
routers in Russia.

Internet Accessible
Device (T0883)
Exploit Public-Facing
Application (T0819)
Command-Line
Interface (T0807)
Data Destruction
(T0809)
CVE-2022-27226

22-
00021324

Aug. 4,
2022
(reported
Sept. 4,
2022)

GhostSec

Actor claimed to
compromise several
Berghof controllers in
Israel.

Internet Accessible
Device (T0883)
Graphical User
Interface (T0823)
Change Operating
Mode (T0858)

22-
00021079

Table 1: Threat actors claiming to targeting OT assets in September 2022
 
Analysis
 
Based on our analysis of the claims and observable tactics, techniques, and procedures (TTPs), most of the
activity consisted of gaining initial access to the OT assets by accessing internet-accessible devices or
exploiting public-facing applications. The actors leveraged the assets' command-line interfaces and graphical
user interfaces to execute disruptive actions, such as destroying data, shutting down devices, and
overwriting Modbus register values.
 

Many of the targeted devices, such as WAGO's Web-Based Management system, have instances that
can be easily identified online.
The actors did not specify the vulnerabilities they allegedly exploited; however, we identified examples
of recent vulnerabilities in the targeted assets that adversaries could leverage to obtain the actor's
claimed outcomes if successfully exploited.

IRZ Mobile Routers exhibit a cross-site request forgery (CSRF) vulnerability that could allow
unauthorized parties to execute arbitrary code through the creation of a crontab entry. We have
previously observed this vulnerability being exploited by these threat actors (22-00015784).
Schneider Electric UPS systems are associated with recent vulnerabilities that could be leveraged
to allow arbitrary code execution or firmware uploads from an unauthorized party.

In one instance, the threat actor appeared to be leveraging an OT-oriented attack tool to impact
Modbus-enabled devices.

 
Outlook
 
Throughout September 2022, we continued to observe hacktivist threat actors target internet-accessible OT
assets for ideological purposes. We also continued to observe threat actors leverage OT-oriented attack
tools and vulnerabilities when targeting these devices (22-00022003). We suspect that much of these low-

hxxps://irz[.]net/en/products/routers/r0-series/rl01
hxxps://nvd[.]nist[.]gov/vuln/detail/CVE-2022-27226
https://advantage.mandiant.com/reports/22-00021324
hxxps://www[.]berghof-automation[.]com/fileadmin/user_upload/Uploads/Dokumente/Datenblatt/S_DC2004_TD_en_282022006TD00[.]pdf
https://advantage.mandiant.com/reports/22-00021079
hxxps://www[.]google[.]com/search?q=wago+web+based+management&source=hp&ei=2A5IY_iCCdir0PEPgMKN6Ak&iflsig=AJiK0e8AAAAAY0gc6CITd45tuKo5njcKfEN7EVdRGNNQ&oq=wago+web&gs_lcp=Cgdnd3Mtd2l6EAMYADIFCAAQgAQyBQgAEIAEMgUIABCABDIFCAAQgAQyBQgAEIAEMgUIABCABDIGCAAQFhAeMgYIABAWEB4yBggAEBYQHjIGCAAQFhAeOgsIABCABBCxAxCDAToRCC4QgAQQsQMQgwEQxwEQ0QM6CwguEIAEELEDEIMBOggILhCxAxCDAToICC4QgAQQ1AI6CAgAEIAEELEDOgsILhCABBDHARCvAToICC4QgAQQsQM6DgguEIAEELEDEMcBENEDOhEILhCABBCxAxCDARDHARCvAToOCC4QgAQQsQMQgwEQ1AI6CAgAELEDEIMBOggIABCABBDJA1AAWJALYKoVaABwAHgAgAGeAYgBlAaSAQM0LjSYAQCgAQE&sclient=gws-wiz
hxxps://nvd[.]nist[.]gov/vuln/detail/CVE-2022-27226
https://advantage.mandiant.com/reports/22-00015784
https://advantage.mandiant.com/reports/22-00007143
https://advantage.mandiant.com/reports/22-00022003


sophistication OT cyber incidents will continue to be geopolitically motivated in the short term as a majority
of the activity appears fueled by the current Russia-Ukraine conflict. Asset owners can mitigate this activity
by applying cyber security controls on internet-accessible OT assets, including complex passwords, multi-
factor authentication requirements, and up-to-date security patches.

Please rate this product by taking a short four question survey

First Version Publish Date

October 14, 2022 06:11:23 PM

Threat Intelligence Tags

Actors

GhostSec
Aliases

GhostSec
Joint Cyber Center
Aliases

Joint Cyber Center
TeamOneFist
Aliases

TeamOneFist

Affected Industries

Energy & Utilities
Governments
Manufacturing
Oil & Gas
Telecommunications

Affected Systems

Industrial Network Protocols
Regulatory and Supervisory Control
Control Systems and Applications
Communication Infrastructure

Intended Effects

Interference with ICS
Disruption

Motivations

Anti-Corruption/Anti-Establishment/Information Freedom

Target Geographies

Iran
Israel
Russia

https://mandiant.satmetrix.com/surveyui/?p=MTIAAAAAAAAAAAAA4H91FvsaY6AFsL6LANp6mlhn%2BvdgNtbxOTLw8Yk7KSMiwV%2Fw6jKcw%2Fx%2B2oUxMtu9sd0l4v5l2KSFZqdkp0pp3utkiYaLo0xUfqEsBdT6TGQmUeZ6nJWzfkf3g12ynPFob7mDIjxutQyoB8pemEUnRcET&type=link&selectedLanguage=ALL&anms=Y&product_id=22-00023702


Version Information

Version:1, October 14, 2022 06:11:23 PM

Common Vulnerabilities and Exposures

CVE ID: CVE-2022-27226(CVE Description)Mandiant Vulnerability Analysis

This report contains content and links to content which are the property of Mandiant, Inc. and are protected by all applicable laws. This cyber

threat intelligence and this message are solely intended for the use of the individual and organization to which it is addressed and is subject to

the subscription Terms and Conditions to which your institution is a party. Onward distribution in part or in whole of any Mandiant proprietary

materials or intellectual property is restricted per the terms of agreement. By accessing and using this and related content and links, you agree

to be bound by the subscription.

©2022, Mandiant, Inc. All rights reserved.

 Confidential and Proprietary / Copyright © 2022 Mandiant, Inc. All rights reserved.
german[.]simkin@mandiant.com

https://advantage.mandiant.com/cve/CVE-2022-27226
https://www.mandiant.com/

