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Overview

« Cyber threatsareincreasingin sophistication and
volume - ICS/0T is not immune.

» State sponsored actors, cyber criminals,
and hacktivists all have track records of
targeting ICS/QOT.

» Body of evidence indicates ICS/OT systems can be
particularly vulnerable to cyber threats.

» State sponsored actors view cyber-attacks
on ICS/0T as crucial for war planning.
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Risks

* Intermediary systems as a steppingstone to gain access to
ICS/0T systems
= |CS/0T targeted hacking tools
= |ncreasedrisk frominterconnected networks

* Legacy devices and systems particularly vulnerable
= Longer lifecycle than traditional IT
= |Low bandwidth may not support additional security
mechanisms

* Insecure protocolsinherentin some ICS/0T systems:
= Modbus
= Niagara Fox
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Cyber Physical Intelligence

M

Cyber physical intelligence is evidence-based
knowledge and analysis about existing or
emerging threats or hazards to cyber physical
systems, such as operational technology (OT),
industrial control systems (ICS), medical
devices, vehicles, and different types of
telecommunications.

Mandiant's cyber physical reporting integrates
data and analysis from across Mandiant and
FireEye—including frontline data from
consulting engagements, our Managed Defense
(MD) security operations center (SOC)
investigations, product telemetry, monitoring of
and engaging with threat actors, among other
sources.
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CATEGORIES FOR MANDIANT
THREAT INTELLIGENCE'S OT-CSIO

CATEGORY CLASS
ICS-targeted
Target
Non-targeted

Low
Sophistication Medium

High

System Compromise

Data Theft
Degradation

Disruption
Destruction
Corporate (Zone 4/5)

Plant DMZ (Zone 3.5)

Impacted
Equipment

Control(Zone 1)
Process(Zone 0)

Safety

ICS/Supervisory (Zone 2/3)

DESCRIPTION
Specifically targets ICS

Collaterally or coincidentally impacts ICS

Based on TTPs, context, previous acts, vulnerabilities exploited,
detectability, etc.

Non-public data is accessed

Non-public data is stolen

Cyber and/or physical systems' standard operations are negatively
impacted, but not disrupted

Cyber and/or physical systems’ operations are interrupted
Physical systems are destroyed or severely damaged

E.g., Computer, Printer

E.g., Application Server, Historian

E.g.. HMI, SCADA, Historian

E.g., PLC, Controller, RTU, PAC

E.g., Sensor, Actuator

E.g., PLC, Relay, Sensor
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ICS Key Incidents Timeline

Maroochy Sewage Spill §#lele])

2002

violoeX 8 North East Blackout

2004
2005
2006

Aurora Generator Test wieley)
vielels8l C|A Reports Foreign Utilities Hacks
2009
Stuxnet gwie)(e]
2011 EeIie(v
Shamoon J¥ie1Vvi
o) al Havex

Port Hudson Paper Mill Insider Threat

Iranian Targeting of Western Airports

BlackEnergy 3: Ukraine Blackout

(Sandworm Team) 2015

2016 Industroyer: Ukraine Blackout
(Sandworm Team)

WannaCry Ransomware
NotPetya

EaternalPetya Ransomware ie1v

BadRabbit Ransomware
TEMP.Isotope Campaign

TRITON: TEMPVeles Triconex Safety
o1l Systems Malfunction

Olympic Destroyer

N
Q
i

pio)l*M | ockerGoga Ransomware

M ©2022 Mandiant

) FIREEYE



State-Sponsored Cyber Threat Activity

AMBIGUOUS
THREAT ACTIVITY

* China-nexus
POISONPLUG
Campaign
‘ « SOGU USB
| Malware Campaign |

« UNC2452
SUNBURST Supply
Chain Compromise

OT-TARGETED
ESPIONAGE

CYBER
PHYSICAL
ATTACKS

COMPUTER
NETWORK ATTACKS

* VPNFILTER » Taiwan COLDLOCK

« TEMP.sotope » TRITON Incidents
Reconnaissance * Industroyer + lranian DUSTMAN
Campaign « 2015 Wiper

+ BlackEnergy?2 Ukraine + Shamoon

+ HAVEX Attack » EternalPetya

*« APTI Pipeline STUXNET » WannaCry

Campaign
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Cyber as a Weapon of War

2010 (Iran)

Stuxnet
Cascade Protection System (CPS)
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2016 (Ukraine)

INDUSTROYER

Malware with OT
protocol components

2017 (Middle East)
TRITON

Triconex Safety
Instrumented System
(SIS)/ TriStation

2015 (Ukraine) -

KillDisk
Malware on IT managing
ICSs

2022 (Iran)
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|ICS-targeted Threat Activity

2010 (Iran)
Stuxnet

Cascade Protection
System (CPS) PLCs
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2016 (Ukraine)

INDUSTROYER

Malware with OT
protocol components

2017 (Middle East)
TRITON

Triconex Safety
Instrumented System
(SIS)

December 2015
(Ukraine) -
KillDisk

Malware on IT managing
ICSs

2020 (Isra

intrusion

Hacktivist
Activity
against
Internet-
Accessible
ICS assetsin
Israeli water
sector

el)

Water Authority

Internet facing PLCs;

2021(Us)

Colonial
Pipeline
ransomware
attack

°

2021(Us)-

Oldsmar,
Florida water
facility
intrusion

2021(Iran) -
Cyber attacks
on fuel station
payment
systems

2022

Cyber attacks
on three steel
plantsin Iran

2022
INDUSTROYER.V2

INCONTROLLER

Schneider Electric
and Omron devices

2022 (Russia,
Israel, US)-

Hacktivist groups
target IP
addresses with
exposed
industrial
controls systems
(ICS) ports using
open-source

tools
EtherNet/IP CIP
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INCONTROLLER

Likely State-Sponsored Malware

ICONTROLLER is a set of, likely state sponsored,
|ICS-oriented attack tools built to target specific
Schneider Electric and Omron devices embedded in
different types of machinery leveraged across
multiple industries.

* Collection of three Python-based frameworks
individually tracked as :

— TAGRUN
— CODECALL
— OMSHELL

« They contain capabilities related to disruption,
sabotage, and potentially physical destruction.

« Two additional tools affecting Windows-based
systems that may be related to this threat
activity include:

— ICECORE

— An exploit for CVE-2020-15368
M ©2022 Mandiant

Tool Description

TAGRUN A tool that utilizes an open-source OPC UA Python library to
scan for OPC servers, enumerate OPC structure/tags, brute
force credentials, and write OPC tag values.

CODECALL  Aframework that communicates using Modbus—one of the
most common industrial protocols. CODECALL contains
modules to interact with, scan, and attack at least three

Schneider Electric programmable logic controllers(PLCs).

OMSHELL A framework with capabilities to interact with and scan some
types of Omron PLCs. The tool can also interact with Omron’s
servo drives, which use feedback control to motors for

precision motion control.

Note on attribution: Currently unable to link to existing clusters of threat
activity, but consistent with Russia’s interest in ICS.

Limited initial indications, including a grammatical anomaly, suggest
the malware was developed by Russian speakers

Since at least 2014, Russia-nexus threat actors have targeted ICS
assets and data with multiple ICS-tailored malware families
(PEACEPIPE, BlackEnergy2, INDUSTROYER, TRITON, and VPNFILTER)
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INCONTROLLER

INCONTROLLER includes three tools that enable the attacker to send
instructions to ICS devices using industrial network protocols, such as
OPC UA; Modbus; Codesys, which is used by EcoStruxure Machine
Expert and SoMachine; and Omron FINS.

While the tool's capabilities could enable the actor to communicate
with a variety of products from different original equipment
manufacturers (OEMs), the actor developed modules for specific
controllers from Schneider Electric and Omron:

e OPC servers

» Schneider Electric Modicon M251, Modicon M258, and Modicon M221
Nano PLCs
(Other devices leveraging Modbus and Codesys may also be affected)

*  Omron NX1P2 and NJ501PLCs and R88D-1SN10F-ECT servo drive
(Other devices from NJ and NX PLC series may also be affected)

We highly doubt that the threat actor would target these devices at
random. It is more likely they were chosen because of reconnaissance
into specific target environment(s).
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INCONTROLLER
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/
¢=00=\‘55\‘0\‘/

Schneider
Sd:p[‘.»e,'d,‘

ﬂC\‘Q&\‘U\"A

Modicon M221 Nano PLC

I ' ©2022 Mandiant

Modicon M258

(&)
7]
w
=
=
n
o
=
=
-
)

M2

MAC@: 00-80-F4-12-83-5

Modicon M251

15



INCONTROLLER
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INDUSTROYER

* INDUSTROYER s ICS-oriented malware with disruption
capabilities that was previously leveraged to cause a power
outage in Ukraine in December 2016

* INDUSTROYER.V2is similar to its predecessor, however, this
variant contains more targeted functionality. Unlike the
original INDUSTROYER, which was a framework that leveraged
external modules to implement four different OT protocols,
this variant is self-contained and only implements the IEC
60870-5-104 (IEC-104) communications protocol. IEC-104 is
used for power system monitoring and control over TCP and is
mainly implemented in Europe and the Middle.

The new malware variant enables the actor to embed customized
configurations that modify the malware's behaviour to specific
intelligent electronic devices(IEDs)(e.q., protectionrelays,
merging units, etc.) within the target environment.

The design change to embed custom configurationsin
INDUSTROYER.V2 reduces the effort required by the actor to
reproduce the attack against different victim environments and
enables the actor to contain the impact to specific targeted IEDs.

M ©2022 Mandiant

Tool INDUSTROYER INDUSTROYER.V2
Victim Ukrainian transmission  Industrial control systems
substation (ICS) supporting power grid
operations in muiltiple
substationsin Ukraine
Protocols IEC-101, IEC-104, IEC IEC-104

61850, and OPC DA

Operation Sending unauthorized Customized configurations
command messagesto  that modify the malware's
open switches and behaviour to specific
circuit breakers via intelligent electronic
multiple ICS network devices(IEDs)
protocols

Impact Taking offline one-fifth ~ Possibly causing temporary

of Kiev's power for 75
minutes(December
2016)

outages to multiple electric
substations(February -
April 2022)
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INDUSTROYER

M

While it is often believed that OT malware is not likely to be utilized
in more than one environment, tools that take advantage of
insecure by design OT features—such as INDUSTROYER.V2 does—
can be employed multiple times to target multiple victims.

The OT security community should recognize these tools as
frameworks or capabilities and not merely features of isolated
cyber security incidents.

©2022 Mandiant




TRITON

M

During the TRITON intrusion, the group
appeared to be concentrated only on its core
mission of obtaining access to and manipulating
Triconex SIS controllers, ignoring unique
opportunities to learn about the target industrial
processes. They also practiced significant
operational security to ensure they maintained
prolonged and persistent access to the target
environment.

The group ultimately reached the target SIS by
compromising user accounts with VPN access to
the distributed control system (DCS) network,
and then targeting intermediary systems—
networked workstations and servers using
standard operating systems and protocols—as
stepping-stones to gain access to the SIS. After
obtaining privileged access to the SIS
engineering workstation, attackers delivered the
TRITON framework and attempted to inject a
backdoor into the controller memory.

©2022 Mandiant
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Predatory Sparrow / Gonjeshke Darande

The Attack on Iran’s Steel Plants

 0On27Jdune 2022, the cyber threat actor group dubbed “Predatory Sparrow” conducted an alleged disruptive
and destructive cyber attack against three Iranian steel factories, forcing at least one of them to cease
production operations, according to local and regional press.

* “Predatory Sparrow” likely jumped the air-gap between the networks through technical means, exploitation
of misconfigured firewalls, or human enablement to gain access to the factory’s HMl and manipulate the
machinery.

 There are two likely possibilities for “Predatory Sparrow” to gain initial access to the steel factories:

= First, in the video provided by “Predatory Sparrow” it shows Khuzestan Steel running an outdated PRTG
monitoring software.

= The othervectoris a potential supply chain attack against Iranian engineering software firm IRISA, which
is ajoint investment with alleged victim Mobarakeh Steel Company. The three alleged victim steel
manufactures are IRISA clients, which could explain why they were impacted by this attack.
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Predatory Sparrow / Gonjeshke Darande
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Predatory Sparrow / Gonjeshke Darande
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Predatory Sparrow / Gonjeshke Darande
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Malware Used
Assessed Level of
Reconnaissance

Victim Industry

Critical
Infrastructure

System Impacted

Government
Network Disrupted

Air-Gapped Network

Destructive/Disruptive

(Comet; Meteor;
Stardust)

Transportation

Yes

Electronic Train
Tracking System

Yes - “64411"and
Supreme Leader
Khamenei

Yes (Ministry of Roads
and Urban
Development)

Unknown

Unknown

Energy
Yes
Online Fuel

Management
System

Yes - “64411" and
Supreme Leader
Khamenei

Yes(NIOPDC)

Yes(rumored)

Meteor Variant
(without wiping
functionality)

Manufacturing
Yes
Steel Process

Manufacturing
Line

Yes -“64411"and
Supreme Leader
Khamenei

None

Unknown
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Hacktivism
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Hacktivism
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Hacktivism
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Hacktivism
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Hacktivism

Outlook

M

Recently multiple hacktivist personas target or threaten certain internet-accessible ELNet
industrial control system (ICS) assets in Israel. The targeted assets support energy metering
processes and heating, ventilation, and air conditioning (HVAC) operations primarily for
building automation environments.

The targeted assets are affected by a vulnerability first reported in 2016 that allows the
attackers to remotely manage the devices without authentication, which these threat actors

could be exploiting in this activity.

While we routinely observe hacktivists opportunistically target internet-accessible ICS assets,
we rarely observe targeting overlaps and warn that these attacks can cause greater impacts at

scale.
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Vulnerabilities Overview

* Inthe first quarter of 2022, CISA published 106
advisories related to vulnerabilities in ICS or
medical devices.

* The advisories presented information on 411
Common Vulnerability Enumeration (CVE) IDs, from
which 85(20%) received a Common Vulnerability
Scoring System (CVSSv3) score of 9 or higher.

* Inthe first half of 2022, 681ICS product
vulnerabilities were disclosed.

» Just over half of the 681ICS vulnerabilities require a
software patch, while 34% require a firmware
update and 12% need a protocol update.

« Approximately 13% of the 681 CVEs don't have a
patch and may never get fixed — these are called
“forever day vulnerabilities.”

M ©2022 Mandiant

MANDIANT

Figure 3: CVSSv3 score distribution for OT vulnerabilities reported by CISA between January - March 2022
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Vulnerabilities

* In 2021, we identified an upward trend in the number of disclosed vulnerabilities
as ICS systems gain more interest from government, industry, and academia.

* The number of ICS and medical vulnerabilities disclosed in 2021 increased
consistently with our observations from past years. The large number of
vulnerabilities reported by Siemens highlight the value of conducting an internal
CERT to facilitate and coordinate disclosure from researchers.

* Asthe volume of data that is released about ICS vulnerabilities increases, we
expect to see more interest in understanding the trends and finding solutions to
handle and categorize this information. This process could include, for
example, translating ICS vulnerability information into popular markup
languages or working on methodologies to assessriskto OT beyond the CVSS.
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Vulnerabilities

M
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Figure 1: CISA yearly disclosed vulnerabilitiES between March 2010 and December 2021
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Vulnerabilities
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Vulnerabilities
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Vulnerabilities
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CEFALL

The legacy of “insecure by design” and its implications
for certifications and risk management

Forescout discloses OT:ICEFALL; 56 vulnerabilities impact
ten vendors, including: Bently Nevada, Emerson,
Honeywell, JTEKT, Motorola, Omron, Phoenix Contact,
Siemens, and Yokogawa.
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WE RESPOND IN CASE
OF CYBER EMERGENCY

Commonly existing PLC Supply Chain Threats: Multiple
critical vulnerabilities in Codesys Runtime

Abstract

We conducted an in-depth research on CODESYS V2 runtime and PLCs using this kernel (ABB AC500 PLCs)
We found 11 vulnerabilities in CODESYS V2 runtime;
2 of all accepted vulnerabilities graded as critical, 7 as high risk, and 2 as medium risk.

These vulnerabilities are simple to exploit, and they can be successfully exploited to cause consequences such as
sensitive information leakage, PLCs entering a severe fault state, and arbitrary code execution. In combination
with industrial scenarios on field, these vulnerabilities could expose industrial production to stagnation,
equipment damage, etc.

CodeSys has published an official security advisory that has fixed the mentioned vulnerabilities. However, many
vendors who use CODESYS V2 runtime have not yet updated in time, in which case factories using these affected
products are still in sericus risk.

The manufacturers who use CODESYS V2 runtime include, but not limited to, ABB, WAGO, IFM, EPEC, Beckhoff,
Kontron, Moeller, Festo, several Russian industrial control manufacturers, and several Chinese industrial control
manufacturers.
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Recommendations

M

Proper segmentation of information technology (IT) and operational technology (OT)
networks aids in preventing attackers pivoting from corporate networks into industrial
environments.

Whitelisting accepted master/slave devices, behavior patterns, and commands aids in
establishing approved baselines and detecting anomalies with the aid of network
monitoring.

Implementation of an industrial firewall with deep packet inspection aids in controlling
access and approved capabilities.

Implementation of ICS-aware intrusion protection systems aids in monitoring for function
codes from potentially malicious sources.

Enable security feature, such as authentication and encryption, especially for critical assets,
where support for these features exists.
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YOUR CYBERSECURITY ADVANTAGE
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German Simkin
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