Maor Tal

40B HaAtzmaut Boulevard
Bat Yam, Israel

(+972) 524.64.1616
th3location@gmail.com

Sex: Male | Date of birth: November, 2nd 1990 | Nationality: Israeli

WORK EXPERIENCE

Jul 2015 - Present: Pentester, Bank Leumi (Israel).
| am working as part of internal penetration testing team of Bank Leumi.

Main activities and responsibilities:

Hands-on manual and automated penetration testing and auditing
Conducting pen-testing on wide-variety of product, services and platforms
Preforming internal security research about the bank's assets

Working with a high-scale, sensitive applications in complex environments
Coordinate tasks in order to accomplish projects with timeliness and creativity

May 2013 - Jun 2015: Information Security Consultant, Comsec (Israel)
| worked as specialist penetration tester in the leading cyber company.

Main activities and responsibilities:

Hands-on penetration testing on variety of cyber subjects and technologies
Provide consulting to company customers in Israel and aboard

Conducting internal and external assessments regarding data protection local and
global laws and regulations (such as ISO and PCI)

Strong communication, interpersonal and presentation skills

Developing proof of concepts (PoC) and exploits upon customers' requests

May 2014 — Apr 2015: Information Security Consultant, ING Bank (Netherlands)
| worked as outsourced mobile and web penetration tester for the ING bank.

Main activities and responsibilities:

Preforming internal and external web and mobile application pentesting

Work with high-scale, sensitive application in complex environments

Report directly to management, and coordinate tasks with diverse IT departments
Auditing kiosk, N-Tier and multi-tenant applications



May 2014 — Apr 2018: Backend developer, Freelancer (Israel)
| worked as backend developer for several of SMB companies as freelancer.

Main activities and responsibilities:
e Preforming technology research and design according customer needs
e Architecture IT design (i.e., databases, servers, firewalls, load balancing etc.)
e Research and develop product, features and backend APIs
e Develop in PHP, NodelS, MongoDB, MySQL, MariaDB
e Work with JWT in Single Page Application including client side developing
e Familiarity with Linux distributions (Debian / Ubuntu, CentQS)

EDUCATION AND TRANING

Mar 2016: Certified Professional Penetration tester (eCCPT), eLearnSecurity
License: G-319

Aug 2015: SecurityTube Python Scripting Expert, Pentester Academy
License: PAID-0742

Aug 2015: Junior Penetration tester (eJPT), eLearnSecurity
License: EJPT-100550

Jun 2015 — Sep 2015: Cyber Experts Internal Training, Comsec

PERSONAL SKILLS

Mother tongue(s): Hebrew
Other languages: English (Speaking — Good, Reading — Excellent, Writing — Good)

Communication skills: Good communication and interpersonal skills gained through my
experience as information security consultant.

Job related skills:
e Good command of penetration testing process
e Self-learner, highly motivated and technical ordinated
e Familiarly with programming, ability to read code and analyze security risks

Driving License: B



